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* Roles of CITC/SaudiNIC s2g2uull j5pall/disgll jgo
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SaudiNIC is responsible and
authorized (by IANA/ICANN) to mange
Saudi domain names (.sa, dyag2uwll.)

| saudiNIC |

18 o) dganll g dlgduuall dgall ga jSpall
‘J.l;‘l.u.u ole wolp Ul (IANA/ICANN UIﬁJI/Lan
(.sa yoagouwll.) doxgeuwll calslbill clowwl

| sl clogleal (sagull iyl |_

Setting up policies regulating domain
name registrations

Management and Domain name
registrations under Saudi ccTLDs
Maintain the domain names records
and provide Whois services

Lead the effort toward fully Arabic
domain names

International coordination with
respect to Saudi ccTLDs.

Deploying and operating Saudi ccTLD
infrastructure
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« Deploying and operating Saudi ccTLD slawl ool giadll Ll Jurdsy yubgs ©
infrastructure iibyll el
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* Publish Saudi's zone files

(Domain names Resolution 24/7
services) Resolving

Services

Protection
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* Protect the infrastructure and ensure
that it is available 24/7
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Hidden Primary DNS server

2 copies of the main server
on CITC network behind
firewalls and secured
against DDOS attacks. They
are 24/7 monitored.

Multiple secondary servers
(local: ISU, STC; worldwide)

About 150 Anycast
instances

Promote Local secodary
servers (e.g., IXP, Mobily,
Zain, ITC, ...)

Protection efforts continue
where the latest task is
DNSSEC
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e Stage I: Gaining and building
local expertise.
e Stage II: Prototype and
experimental operation.
e Stage lll: Launching the
actual operation.

Execution Phase

2016-2017
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2015
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Studying Phase
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e Country case studies

¢ |[nternational
\ standards
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e Learning from others’
mistakes

e Waiting for application
maturity and availability
of tools

Follow up Phase

Before
2015
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Starting with a balanced and forethought
pace

— Continuous follow-up to international
developments

—  Why wait?
= Rapid changes in specifications to this moment

= Waiting for application maturity and availability
of tools

= Take advantage of the experience of others and
learn from their mistakes.

= The percentage of global use by the public was
around 2%

After the maturity of DNSSEC, SaudiNIC
(2015) has:

— Conducted an extensive and
comprehensive study on how to adopt
DNSSEC in the Saudi Domain Name
System :

= Gaining local experience about DNSSEC, how it
works and its requirements

= Studying international standards

= Exploring some international experiences (eg:
Netherlands, New Zealand, Canada, Australia,
Austria).
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* The study concluded with the dbjls) dbs 209 (| dwlall cunls .
development of a three-phase :

roadmap to adopt DNSSEC in dpulul Jolpo &UIF o &igho (Guyb
Saudi domains: :ilblbill elowd) oIl alaio Ul it
— Stage I: Gaining and building ddaall dpAll Cuws i Jodll dopall —

local expertise. il Jyaall Ayl dogo —
— Stage ll: Prototype and

: . o)l Ll ailgill doypo —
experimental operation. “ . L
— Stage lll: Launching the actual ___(‘-“’-- L""‘m) (_,,bla(gu.o cl]
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» Establishing an internal team o ‘gw
— Read .. Meetings .. Brainstorming Jo=o ge §jlic duyai &y el
..-Tests . Documenta.tion Jjlaillg viljlis
« Setting up an experimental

environment for tests and
experiments.
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Counted on its national staff in R&D
and in building systems.

Trained some of our staff by
attending DNSSEC courses and
workshops.

Established a number of
relationships with DNSSEC
international experts.

Conducted some studies, develop
operational plans, prepare technical
and procedural policy documents,
determine requirements, and then
execute implementations.

Implementing the project in stages
and internally by SaudiNIC employees
relying - after God - on the open
source software environment
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Coordinating with RIPE NCC to provide
training workshops at the CITC
headquarter:

— Titled: "DNSSec Safe Extension”

3 Days course (14-16 Oct 2015):

— For CITC and SaudiNIC employees and some
specialists in the sector.

— 25 participant from 11 government agencies
and ICT operators

2 Days course (7-9 May 2017)

— For ISPs, the banking sector, and some
government agencies

— 41 participant from 29 government agencies
and ICT operators

1 Day public event (2 May 2017)
— 120 participant
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Welcome to DNSSEC
Workshop




SaudiNIC DPS
DNSSEC Setup

SaudiNIC DNSSEC
Procedures

DNSSEC Credential
Matrix

DNSSEC Key
Management Risks
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SaudiNIC DNSSEC Practice
Statement

1 INTRODUCTION

The Domain Name System Security Extension (DNSSEC)
Practice Statement|DP5) is a statement of security practices
and provisions made by the Saudi Metwork Information
Center (SaudiNIC). This DP5 is intended to document the
policy practices and procedures that are followed in
conjunction with DNSSEC for the Saudi Top Level Domains
(TLD) that are managed by SaudiNIC [.5A and A=), It is
based on the RFC 6841: A Framework for DNSSEC Policies and
DMSSEC Practice Statements.

1.1 Overview

DMNSSEC is an extension of the existing Domain Mame
System (DNS) that provides the capabilities to validate that
the DNS data has not been tampered with or modified during
Internet transit and it came for the actual source. This is
accomplished by incorporating public key cryptography into
the DNS hierarchy to form a chain of trust originating from
the root zone.

1.2 Document Name and Identification
¢ [Document Title: SaudiNIC DMNSSEC Practice Statement
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Data Center 1 | - Zone builder

- Key Generation (KSK/Z5K) N
- Zone Signer - Signer (DNSKEY RRSIG) )
- 75K storage (SoftHSM) - All Key Storage (SoftHSM) ,ﬁ '
- Stealth master (bind) - Key Export (USBs) =
KeyGen1 Save

/ N

Export: KSK+ZSK |

Save
Access +Initiate
__________________________________ Import Read: -~
KSK+ZSK
Signed Zone \..’I‘ _ Backup
] A DNSSEC Room
Signed Zone Terminal #11’#2 e :
Access +Initiate i :
- Import i i
%l?}!%____?ls'_‘?_d\z_“f'_‘_e ____________________________________________________ P |
i || - Access Signerland Signer Save—p !
i | - Read Keys (from USBs) %_ !
g & i | - Initiate import Keys process :
' Signed | Signed | | / !
Zone Zone i i :
| : b Save :
’ . . | 4 :
ns2.nic.sa Hidden Master2 ! AP ﬁ : |
. Data Center 2 (active standby site) - except ns2 | Standby synced backup for ‘ _Ke z i
| | yGen2 |
on-line Secureon-line , Secureoffline | © DB ! KeyGenl ! !
channel channel channel : ! | Backup Safe Room,
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auilanll cludl awlpo Calely]
DNSSEC Keys Generation
Ceremony

aplaall Jyeaig Lusy i)
DNSSEC Keys Installation
Procedure

aslenll Jueoiq wusyil dijlbll culelpn Ul

DNSSEC Emergency Keys
Installation Procedure

63J30 dijd dlugi Wilelpo]
DNSSEC New Safe Arrangement
Procedure

aijs (o olgo Joéi wilelpo|
DNSSEC Safe Content Transfer
Procedure
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* SaudiNIC has successfully u6qil - olodsg — j510ll olo °
signed of the IDN ccTLD il @bill Gyl
(@agoull.) - June - 2016 B2 EPV-glow) - (@yogeuwll.)

— 15t GCC country to enable (of - 17-quiqu)
DNSSEC 01l alaioll Jeai dynuls dlga Jol —

. Operat.ors hav_e been i_nvited 0 @5jliall gulediall 8geo oF
to participate in the trial of 0gilBlhi clowl 2167 Ly
signing their domain names ¢ (4;0illg sl L oy
for the purpose of gaining 301l alaiodl 90 Joleil &uays
experience and learning

how to deal with DNSSEC.
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SaudiNIC has successfully signed
all the Saudi TLDs - 22 June
2017

— 1t MENA country to open the service
to all customers

Conducting key-generation
ceremony

Signing ccTLDs (.sa) and
(dgog=ull.)

Publishing the public key with
|ANA

Updating registration systems in
preparation for the provision of
DNSSEC services.

Awareness and promotion
Website (Arabic & English):

— www.dnssec.sa
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www.dnssec.sa —
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DS Record Verifier

This tool is used to validate a DS Record and match it with either the DNSKEY that exists on the name server or by the manually provided DNSKEY.

Domain Information
Domain Mame * ’ ]
+ B8 )
Captcha - [ ]
DNSKEY Record Information DS Record Information
‘alidate the DNSKEY from the Key Tag * ’ l
server
Flags - [ ] ‘OFten i 256 or 257. Key algorithm * ’ l
Protocol * ’ l Musst e equal 3. Digest Type ’ ]
FPublickey * Digest -

Verify
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DS Record Generator

This tool is used to generate a DS record for a given domain name and it’s DNSKEY. 1t has the ability to fetch the DNSKEY information from the name server.

Domain Information
Domain Name * [ l
[ AN S5
Captcha -+ [ l
DNSKEY Record Information [CEEE) DS Record Information
Flags * [ ]
Protoool [ ]
Key algorithm * [ ]

Publickey ~
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Build local expertise

Launch a test lab:

— Testing systems

— Testing configuration parameters (key

roll over, signing, different scenarios, ...)

Develop monitoring and testing tools
for DNSSEC system, zone files, and
validating signed zones before
publishing them

Automation for most/some of the
key generation ceremony
procedures

Providing customer support with the

help of tools to validate the

correctness of key and signed zones.
— Users may get confused

Sa

olaiodl Jgo duno 6ua cliy
Juisl Jooo cluil

cilayhillg dabidl sl —

aayb auleall s dlatoll ogmlao Juisl —

(Cilogylid! L3l olatol cilslac! .2l

prJ.U (SJgd Pog dudlyo dail HohJ
pisill 45 2431g1ll 8209 (ol alalg
0319
aglaall clivl awlio Jac aiail

10g7 20 cllooll 6aclwallg ocall 03267
dapqg agleall dapb o @aaill cilgadl
451
Juosll o ylglball -



Sa

* Awareness and 100 g ducqill jlpaiwl e
promotion. ol2alwll
 Monitor new a o ;0 Jlniwall doylio *
enhancement to the a0l slaio b asile

DNSSEC protocols

a0 2511 agleall jusi aslio
* Keep an eye on the Keys lgiho
rollovers
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* Number of registered Aol wlslbdl 2ac °
domains Qb 0+ 1P —
— 50,813 domain

deooll iblbdl oac o
* Number of DNSSEC .
_ Glbi 00 —
enabled domains

— 55 domain
= sa:33
" dogouwll: 8
= com.sa: 6
= net.sa:.b6
= org.sa: 1
= gov.sa:l
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For more information you can visit:
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